HUONG DAN CAI PAT KASPERSKY ENDPOINT SECURITY

L. Cai dat Kaspersky Endpoint Security

Buéc 1: Chuin bi cai dit

- Ddi tén may tinh dé phuc vu quan 1y trén may chi quan tri

- Quy tit di tén s& duoc ap dung chung : “M3 dinh danh dién tir don vi-Tén ngudi sir
dung”. Vi du : Anh Hura Song Toan lam viéc tai s¢ TTTT Hai Phong thi s& dugc dat
tén may la : H24-14-ToanHS

System > About

phamecacanhtu
HP ENVY x360 Convertible 13-ayOuor
(D Device specifications Copy ~
Device name phamcaoanhtu
Processor AMD Ryzen 5 4500U with Radeon Graphics 238 GHz
Installed RAM  B.00 GB (7.39 GB usable)
Device ID DDOF21BF-3895-4D04-9B1A-D7DF068CAQ59
Product ID 00327-35884-88804-AADEM
System type 64-bit operating system, x64-based processor
Penand touch  Pen and touch support with 10 touch points

Related links  Domain or workgroup ~ System protection  Advanced system settings

Il Windows spec

Edition
Wersion
Installed on
05 build

Experience

ifications Copy ~

Windows 11 Home Single Language
23H2

41372024

22631.3737

Windows Feature Experience Pack 1000.22700.1009.0

Microsoft Services Agreement
Microsoft Software License Terms

Settings

@

Home

About

Find a setting

3 | Your PC is monitored and protected.

See details in Windows Security

System
L3 Display Rename your PC
N saud Rename your PC
] Notifications & You can use a combination of letters, hyphens, and numbers.
" Current PC name: Double2H
2 Focus assist
H2 oanHs|
@ Power & sleep
S ooy
= Storage
Rename this PC

8 Tablet
» Windows specifications
8i  Multitasking

Edition Windows 10 Pro
&1 Projecting to this PC Version 22H2

Installed on 3/26/2024
¥ Shared experiences 0OS build 19045.4529

Experience Windows Feature Experience Pack 1000.19058.1000.0



- Kiém tra cac AV khac dugc cai dat trén may tram (Néu c6 can g& va khéi dong lai
may tram)

[y Programs and Features = [m] X

ms and Features 0

« I« 1 €3l > Control Panel > All Control Panel ltems > Programs and Features | v O

Control Panel Home "
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or

ot Organize ~ 0
Name § Publisher Installed On  Size Version N
u Microsoft Office Professional Plus 2016 Microsoft Corporation 3/26/2024 16.0.4266.1001
@ Microsoft OneDrive Microsoft Corporation 6/22/2024 322 MB  24.111.0602.0003
i Microsoft Teams classic Microsoft Corporation 3/28/2024 136 MB  1.7.00.7956
[® Microsoft Update Health Tools Microsoft Corporation 3/26/2024 1.02MB 37400
#@Microsoft Visual C++ 2015-2022 Redistributable (x64).. Microsoft Corporation 5/31/2024 206 MB 1436325320
BmRemoleNG Next Generation Software 3/25/2024 87.0MB 1.76.20.24615
. NVIDIA Graphics Driver 546.09 NVIDIA Corporation 3/25/2024 546.09
@ 085 Studio OBS Project 3/26/2024 2913
) OpenVPN 2.6.7-1001 amd64 OpenVPN, Inc. 6/17/2024 862MB 26701
@ OpenVPN Connect OpenVPN Inc. 4/10/2024 265MB 344
«“f Paint Microsoft Corporation 3/26/2024
JPu'ITY release 0.78 (64-bit) Simon Tatham 3/25/2024 553MB 07800
& Remote Desktop Connection Microsoft Corporation 3/26/2024
Elsecret Server Protocol Handler Thycotic Software Ltd 5/15/2024 749MB 60326
&RSnipping Tool Microsoft Corporation 3/26/2024
@ Sophos Connect Sophos Ltd 4/2/2024 407MB 22901104
GScpMs Endpoint Agent Sophos Limited 6/14/2024 2023221 e

.  Currently installed programs Total size: 2.99 GB

[gdj 38 programs installed

- Kiém tra cAu hinh phan ctmg - phan mém (Yéu cau : OS windows 7spl tro 1én, Ram
4GB)

About
Your PC is monitored and protected.

See details in Windows Security

Device specifications

Device name Double2H

Processor Intel(R) Core(TM) i7-9850H CPU @ 2.60GHz 2.59

GHz

Installed RAM 16.0 GB (15.7 GB usable)

Device ID OF1585DD-6D12-4EF9-9DDE-824DA1972D97

Product ID 00331-10000-00001-AA889

System type 64-bit operating system, x64-based processor

Pen and touch  No pen or touch input is available for this display
Copy

Rename this PC

Windows specifications

Edition Windows 10 Pro
Version 22H2

Installed on 3/26/2024

OS build 19045.4529

EXperience VVITTOOWS Teattre expernence Pack 1000.19058.1000.0



Budc 2: Cai dat

a) Cai dit goi Network Agent ( c¢6 chirc ning két ndi vé may chi ciia Sé)

8 H s | 14.23840.240
- Home Share View
I & Cut New item
* i | 2 \
Wl Copy path A 7 | Easy access ~ —
Pin to Quick Copy Paste = Move Copy  Delete Rename New Prop
[7] Paste shortcut o 2
access to to folder
Clipboard Organize New
<~ v 4 IJ’ ftp://14.238.40.240/]
[ Desktop # i
LN . . a
B @ 1 - | 142384024
- e e
* l_] & cut x e New item [ 21 [Edopen- FHselectall
i Copy path
Plnatcociglck Copy Paste (8] pacte shortcut P:;J‘-‘E C‘zp; Delvele
Clipboard Organize (> Either the server does not allow anonymous logins or the e-mail address was not
3l accepted.
« v 1'| > Thelntemet > 1423840240 I | 55
FTP server: 14.238.40.240
[ Desktop O User name: ‘ V‘
¥ Downloads Eeword: ‘ ‘

i After you log on, you can add this server to your Favorites and return to it easily.
&= Pictures
& FTP does not encrypt or encode passwords or data before sending them to the

server. To protect the security of your passwords and data, use WebDAV instead.

»

»

| Documents
»

= This PC *
*

>

Recycle Bin
New folder

- New Volume (E) [[JLog on anonymously [[]save password

«~ New Volume1 (F

Log On Cancel

Xigncode

Tai day s€ c6 cac Agent cua cac don vi, khi trién khai s€ download Agent ting v6i don vi
trién khai.

- Home Share View
* I & Ccut x T L New item ;}] &4 Open FH select all
Wi Copy path A 1] Easy access ~ L Edit 15 Select none
Pinto Quick Copy Paste Move Copy Delete Rename New Properties e
access : [£] Paste shortcut to - folder - istory £ Invert selection
Clipboard Organize New Open Select
&« v TI > The Internet > 14.238.40.240 > KASPERSKY 2024 > Agent cac Quan Huyén > Huyén Cat Hai |

A
5 Quick access
I Desktop »
¥ Downloads

. installer.exe

[% Documents #

Khi cai dat goi cai dat ty dong s€ cAn mo €061 cai thu cong va chon “ Start Installation” :

Day 1a gbi cai ty dong da chira cac cAu hinh, thong tin két ndi, license ... may chil quan tri
KSC.



l< Kaspersky Security Center

Preparing for administration task

Tt A new application will be installed on your device: Kaspersky Security Center Network Agent
(14.2.0.26967).

Before installation, you must do the following:
- Save your data

- Close all running applications

Start installation Cancel

Sau khi chon Start Installation trinh tu cac budc cai dat s& dugc hién thi :
- Giai nén gobi cai tai may tram

- Cai dat Kaspersky Center Network Agent ( phan két ndi tir may tram téi may chu
quan tri)

- Kiém tra két noi t61 may chu quan tri



[¢ Kaspersky Security Center

Preparing installation
Device maintenance is in progress. Please wait. ..

@ Extracting archive to temporary location
» Installing: Kaspersky Security Center Network Agent (14.2.0.26967)

Checking connection to Administration Server

b) Cai dit goi Endpoint ( C6 chirc ndng bao vé may tram)

Sau khi hoan thanh cai dat Agent cho cac may tram tiép tuc vao thu muc “Goi Endpoint
chung cho cac don vi” d€ copy va cai dat phan bao vé cho cac may tram :

| M © = | KASPERSKY 2024 - o X

Home Share View o

« v > The Internet > 14.238.40.240 > KASPERSKY 2024 > v O | Search KASPERSKY 2024 P

A
5 Quick access Agent cac Quan Huyén Agent cac S& ban nganh

I Desktop
¥ Downloads

Goi Endpoint chung cho cac dan vi

5 Documents

% % %%

&=| Pictures
4T Hai PHong
HIEPTH
VNPost

Zalo file
@ OneDrive - Person

% This PC
- 3D Objects
[ Desktop

L]

3items

- Cai dat Kaspersky Endpoint Security ( Phan bao vé may tram )



l¢ Kaspersky Security Center =

Preparing installation
Device maintenance is in progress. Please wait. ..

» Extracting archive to temporary location

Installing: Kaspersky Endpoint Security For Window

* Sau khi hoan tit cic budc cin khéi dong lai cdc mdy tram”

Budc 3: Kiém tra phin mém sau khi cai d3t
- Qua trinh cai dat thanh cong s& hién thi hai thanh phan trong phan control panel d6 1a
Kaspersky Endpoint Security va Kaspersky Security Center Network Agent .

[ Programs and Features - O X

<« v 4 [@ > ControlPanel > Programs > Programs and Features v O Search Programs and Features 0

Control Panel Home 7
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

& Turn Windows features on or

o Organize v = @

Name Publisher Installed Or

Google Chrome Google LLC 6/21/2024
k Kaspersky Endpoint Security for Windows AO Kaspersky Lab 4/8/2024
I Kaspersky Security Center Network Agent Kaspersky 4/8/2024

Microsoft Edge Microsoft Corporation 6/21/2024

8 Microsoft Edge WebView2 Runtime Microsoft Corporation 6/22/2024
@ Microsoft OneDrive Microsoft Corporation 6/14/2024
[#5] Microsoft Update Health Tools Microsoft Corporation 3/27/2024
21 Paint Microsoft Corporation 3/28/2024
% Remote Desktop Connection Microsoft Corporation 3/28/2024
¥ Snipping Tool Microsoft Corporation 3/28/2024
[#5]Update for Windows 10 for x64-based Systems (KB50... Microsoft Corporation 5/16/2024
B3 WinRAR 7.01 beta 1 (64-bit) win.rar GmbH 5/5/2024

< >

“~.. Currently installed programs Total size: 822 MB
[‘}J 12 programs installed



IL. Hwéng din xir Iy mot s6 16i khi cai dit Kaspersky Endpoint Security

Case 1 : Sau khi cai dit biéu twong Kaspersky c6 ddu cham than mau vang, sau khi click vao thi
hién thi

Restart required

08:44

Your PC needs to be restarted to finish setting up this
device:

Kaspersky Lab power events provider

- Nguyén nhan : Do méy tram can khoi dong lai dé hoan thanh cai dit mot sé thanh phan
bao v¢.

- Cach khic phuc : Khoi dong lai may tram dé hoan tat viéc cai dat.

Case 2 : Trinh cai dat gip 16i do di c6 phan mém AV trén may tram:

|¢ Kaspersky Security Center 14 - X

Restart is required

[
y P

Restan the device.

Installing: kaspersky endpoint sercurity 11.4

Fatal error during installation. (Kaspersky Endpoint Security for Windows Setup cannot be performed
because a third-party application is already installed on the computer: McAfee Site Advisor. To install
Kaspersky Endpoint Security for Windows on this computer, please remove the third-party application
by using the standard Microsoft Windows tools or by other methods.)

Close




- Nguyén nhan : Do trén may tram da dugc cai dat 1 phﬁn mém AV khac, khi cai dat
Kaspersky thém s& dé gay ra xung dot.

- Céc khéc phuc : G& cai dit cac phan mém AV hién c6, khdi dong va tién hanh cai dat lai
Kaspersky.

Case 3 : Trinh cai dit gip 151, can khoi dong nhung khi khoi dong lai van khong thé cai dat.

. Restartis required
P

Kaspersky Endpoint Security for Windows (11.4.0)

Fatal error during installation. (You must restart your computer before proceeding with the installation.)

v
v
32

traViewer LICH CONG
TAC TUAN ...

- Nguyén nhéan : Trén may tram cac thanh phan dé cai dat bi tat hoic da bi chiém quyén bai
cac ma doc .

- Cac khac phyc :

«  Tién hanh st dung tool quét ma doc mién phi ctia Kas

* Download tai : KVRT

Mo tool va tién hanh ra quét toan bo may tram.

» Khoi dong lai sau khi ra quét.

«  Tién hanh cai dat lai Kaspersky.


https://www.kaspersky.com/downloads/free-virus-removal-tool
https://www.kaspersky.com/downloads/free-virus-removal-tool

